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1. About this Manual

1.1 Introduction

This manual explains the method of changing the passwords in Oracle FLEXCUBE data sources
and the servers associated with it.

1.2 Audience

This manual is intended for the following User/User Roles:

Role

Function

Implementers

Installation and implementation of Oracle FLEXCUBE

System Administrators | System administration

1.3 Organization

This manual is organized into the following chapters:

Chapter 1 About this Manual acquaints you quickly with the purpose, organization and the
audience of the manual.

Chapter 2 Oracle FLEXCUBE Password Change gives an outline of the processes involved
in changing the passwords of various data sources.

Chapter 3 Changing Passwords in Oracle WebLogic describes the method of changing
data source passwords from Oracle WebLogic application server.

Chapter 4 Changing Passwords in IBM Websphere describes the method of changing data
source passwords from IBM Websphere application server.

Chapter 5 Server Password Change explains the process of changing the passwords of the
servers associated with Oracle FLEXCUBE.

1.4 Related Documents

Oracle FLEXCUBE Installation Guide
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2.1

2. Oracle FLEXCUBE Password Change

Introduction

This chapter explains the process of changing the passwords of data sources associated with
Oracle FLEXCUBE.

You will find the methods to change the passwords of the following components:

Oracle FLEXCUBE Host Schema
Scheduler Data Source

ELCM Data Source

Bl Publisher Data Source
Gateway Data Source

Branch Data Source

ORACLE



The following diagram briefs the steps involved in changing the passwords of the above

components.
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3.1

3.2

3.2.1

3. Changing Passwords in Oracle WebLogic

Introduction

This chapter describes the method of changing data source passwords from Oracle WebLogic
application server.

Changing Host Schema Password

This section explains the method to change the password of Oracle FLEXCUBE Host schema.

If you change the host schema password, you also need to change the passwords of the data
sources pointing to the host schema.

Prerequisites

Before you change and test the passwords of the data sources, ensure that the following
activities are completed:

1. Determine the downtime for the password change and test activities.
2. Inform all concerned users and groups.

3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.
5

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
e Goto Home > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.

3-1 ORACLE



3.2.2 Changing Host Schema Password

You need to test whether the data source password change was successful. Follow the steps
given below.

1. Login to Oracle WebLogic application server

2. Goto Home > Services > Data Sources. You will notice a table that contains the list of all
data sources created in the application server.

3. Click the data source jdbc/fcjdevDS.

4. Select ‘Connection Pool’ tab.

ST R P ypmm—— > @ o

Change Center @ Home LogOut Preferences [&] Record Help Q Welmme,weblngi(‘Cnnnedzdm: base_domain
View changes and restarts Heme = Summa <= =FCUBDS

Configuration eciting is enabled. Future Settings for FCUBDs

changes wil sutomatically be actvated 25 vou

modify, add or delete items in this domain. Configuration | Targets | Monitoring | Control | Secunity | Notes

Domain Structure General | Conmection Pool | Orace | ONS | Transaction | Diagnostics | Identity Options

base_domain -

B-Environment \Save)

~Deplayments

Elservees ) The connection pool within 3 JDBC data source contains a group of JDBC connections that applications reserve, use, and then return to the pacl, The cannection pacl and the connections within it
I-Messaging are created when the connection pool is registered, usually when starting up Weblogic Server or when deploying the data source to a new target.
--Data Sources

~Persistent Stores Use this page to define the configuration for this data source's connection pool.
~Foreign INDI Providers
~Work Contexts

Registries | dFuRr jdbc-oracle:thin @10.184 74.142:1521 KERDEV3 et cithe et 10, The format of the LA
=-XML Entity Caches
~JCOM .
- Mal Sessions @5 Driver Class Name: oracls jdbc OracleDriver
~Fil= 13 =
fiow do L. ]
e @] Properties:
« Configure testing options for & JDBC dats 2ser=FC1131IUT =
souce

« Configure the statement cache for a JDBC
connection pool

+ Configure credential mapping for a JDBC data

source [~

System Properties:

System Status =]

More Info.

Health of Running Servers

I Failed (0)
[ Critical (0)

Overlosded (o) =
I warning

I () o rasswort:

Confirm Password: seeserersesersnned

5. Change the password. Use the following fields:

Password

Specify the new password.

Confirm Password

Specify the new password again.
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6. Click ‘Save'.

7. To test the data source, select ‘Monitoring’ tab and select ‘Testing’ tab under it.

ORACLE WebLogie Server® admimsration Conote T -]

Change Center & Home Log Out Preferences [&] Record Help Q Welcome, webhgiclcunnacted to: base_domair|
T Hems »>summary of JDBC Data Sources
Messages

Configuration editing s ensbled. Future

changes wil automatically be activated as you « Test of FCUBDs on server ManagedServer was successful.
mocify, add or delete items in this domain.

Settings for FCUBDs
Domain Structure

base_domain . Configuration | Targets Control | Security | Notes
BH-Environment Statstcs | T
~Deployments
E-Services
EF-Messaging Use this page to test database connections in this JDBC data source,
Data Sources

{+-Persistent Stores
reign JNDI Providers
fork Contexts

L Registries == Test Data Source (Filtered - More Columns Exist)
L Entity Caches

b Customize this table

Showing 1 to 10f 1 Previous | Next
~Mail Sessions
~File T3 = Server State
How do L. =] © | Manegedserver Running
+ Test IDBC data sources

Showing 1o 1of 1 Previous | Next
« Configure testing options for a JDBC data

source

System Status =]
Health of Running Servers
Failed (0)
Critical
Overloaded (0)
| —

ning (0)

8. Select the target server and click ‘Test Data Source’.

9. The screen displays a message confirming successful testing.

ORACLE WebLogic Server® Administration Consale

Change Center @ Home Log Cut Preferences Record Help | Q,
View changes and restarts Home =Summary of JDBC Data Sources
Messages

Configuration editing is enabled. Future

changes will automatically be activated as you 4 Test of FCUBDs on server ManagedServer was successful,
modify, add or delete items in this domain,

Settings for FCUBDs
Domain Structure

base_domain N Configuration | Targets | Monitoring | Control | Security | MNotes
EH-Environment
~“Deployments
Eh-services

8 Messaging Lze this page to test database connections in this JDBC data source.
~~Data Sources

~~Persistent Stores
r~-Foreign JMDI Providers
~“Work Contexts

~-¥ML Registries

~"¥ML Entity Caches

Statistics | Testing

[ Customize this table

IS Test Data Source (Filtered - More Columns Exist)

--iCOM
~-Mail Sessions
~~File T3 j Server
How do L.. B () | Managedserver

« Test JDEC data sources

10. Once you get the message, restart the application server.

11. Start Oracle FLEXCUBE.
12. Log in to Oracle FLEXCUBE. Launch a summary screen or execute a simple transaction to
test.

Try the above process in UAT or any other test environment before you change the
password in a production environment.
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Changing Password in Decentralized Setup

You need to change the branch schema password for a decentralized setup of Oracle

FLEXCUBE. Follow the steps given below:

1. In Oracle FLEXCUBE Investor Servicing Installer, load the existing property file. Go to the

step where you can define the branch properties.

P

| £| Oracle FLEXCUBE Universal Installer

Database Installation
Pravide schema details.

E=E)

Oracle FLEXCUBE Investor Servicing ORACLE

Name Value
Username installer
Password [ TTTITTITT]
Connect String testdb
IP Address 10.10.10.10
Port 1521

Test Connection

Log

Back

Next

Exit

A

2. You need to modify the following field:

Password

Specify the new password for the branch schema

Refer to the Installation Guide for further information on the following topics:

e Creating EAR file

e Loading and editing the property file

o Deploying EAR file

Try the above process in UAT or any other test environment before you change the
password in a production environment.
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3.3

3.3.1

Changing Scheduler Data Source Password

After changing the host schema password, you need to change the password of scheduler data
source.

Prerequisites

Before you change the password of scheduler data source, ensure that the following activities are
completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.
5

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
e Goto Home > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.
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3.3.2 Changing Scheduler Data Source Password

You need to change the password of scheduler data source. Follow the steps given below.

1. Login to Oracle WebLogic application server

2. Goto Home > Services > Data Sources. You will notice a table that contains the list of all
data sources created in the application server.

3. Click the data scheduler source jdbc/fcjSchedulerDS.

4. Select Connection Pool tab.
ORACLE weblLogie Sorver® mammeraton comet T I

Change Center @ Home Logout Preferences [ Record Helo | Y Welcome, weblogic | Comested to: base_domai

Home > Summan, >FCUBS_SchedulerDs

View changes and restarts

Configuration editing is enabled. Future Settings for FCUBS_SchedulerDS
changes uil automatically be activated as you
maodify, add or delete items in this domain., Configuration = Targets | Monitoring | Control | Security | Notes
Domain Structure General | Connection Pool | Orade QNS | Transaction | Diagnostics | Identity Options
base_doman [=]
H-Environment Lsave)
~-Deplayments
i-Services Thee connection pocl within 3 JDBC data source contains 3 group of JDBC connections that appiications reserve, Use, and then retum to the posl, The comection poal and the connections within it
I Vessaging are created when the connection peol is registered, usually when starting up WebLogic Server or when deploing the data source to a new target.
~-Data Sources

~Persistent Stores Use this page to define the configuration for this data source’s connection pool.
“~Foreign JNDI Providers

k Contexts .
Registries 5 URL: jdbc-oracle-thin:@10.184.74.142:1521:KERDEV3

“XML Entity Caches
*-COM

-~ al Sessions &) Driver Class Name: oracle jdbe xa client. OracleXADataSource o
—Fie T3 I More Info..
How do L. 8
] Properties:
« Configure testing options for a JDBC data user=FC1131IUT =
source

« Configure the statement cache for a JDBC
connection pocl

+ Configure credential mapping for a JDBC data
sours |

System Status = System Properties:

Health of Running Servers

=

[ Warning (0)

I 2 4] Password:

Confirm Password: wssscccsssscscsses

5. Change the password. Use the following fields:

Password

Specify the new password.

Confirm Password

Specify the new password again.
6. Click ‘Save’.
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7. To test the data source, select ‘Monitoring’ tab and select ‘Testing’ tab under it.

Change Center
View changes and restarts
Configuration editing is enabled. Future

madify, add or delete items in this domain.

changes will automatically be activated as you

Domain Structure
base_domain
Bt-Environment
~-Deployments
-Services

- Messaging
~Data Sources
{~Persistent Stores

ML Registries

ML Entity Caches
JCOM

~Mail Sessions

Health of Running Servers

Warning (0)

I O (2)

FieT =]
How do L.. =]
+ Test JDBC data sources
« Configure testing options for & JDBC data

cource
System Status =

ORACLE Weblogic Server® Administration Console

&) Home Log Out Preferences [&] Record Help Q

Home >Summary of JDBC Data Sources
Messages

 Test of FCUBS_SchedulerDS on server ManagedServer was successful.

Settings for FCUBS_SchedulerDS

Confgraton | Tages c:;mm\ searity | Notes

Use this page to test datsbase connections in this JDBC dats source.

{ Customize this table

Test Data Source (Filtered - More Columns Exist)

Welcome, weblagic ‘ Connected to: base_domail

Showing 1 to Lof 1 Previous | Next

Server

State

O [Managedserver

Running

Showing 1 to Lof 1 Previous | Next

8. Select the target server and click ‘Test Data Source’.

9. The screen displays a message confirming successful testing.

Change Center

View changes and restarts

Configuration editing is enabled, Future
changes will automatically be activated as you
modify, add or delete items in this domain.

ORACLE Weblogic Server® Administration Console

@ Home Log Qut Preferences Record Help |

Home =Summary of JDBC Data Sources

Messages

4 Test of FCUBS_SchedulerDS on server ManagedServer was successful,

Domain Structure
base_domain
BF-Environment
~-Deployments
EF-services
[#-Messaging

-~Data Sources
~~Persistent Stores
F--Foreign JMDI Providers
Work Contexts
~-¥ML Registries
~"¥ML Entity Caches

Settings for FCUBS_SchedulerDs

Configuration | Targets | Monitoring | Control

Statistics | Testing

[ Customize this table

Test Data Source (Filtered - More Columns Exist)

Security

Use this page to test database connections in this JDBC data source,

Notes

« Test JDBC data sources

--JCOM
~"Mail Sessions
~Fil= T3 j Server
How do L.. B () | Managedserver

You need to change the branch schema password after the above steps. Refer to the section

‘Changing Password in Decentralized Setup’ for information on changing the branch schema
password from Oracle FLEXCUBE Investor Servicing Installer.

Try the above process in UAT or any other test environment before you change the
password in a production environment.
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3.4

3.4.1

Chanqging Bl Publisher Data Source Password

You need to change the password of the Bl Publisher data source.

Prerequisites

Before you change the password of Bl Publisher data source, ensure that the following activities
are completed:

1.
2.

3
4,
5

© © N o

Determine the down time for the password change activity.

Inform all concerned users and groups.

Ensure that all users have logged out of Oracle FLEXCUBE system.
Stop Oracle FLEXCUBE application.

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

Login to Oracle WebLogic application server
Go to Home > Environments > Servers
Select and stop the server and clicking ‘Stop’ button.

This completes the prerequisites.
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3.4.2 Changing Bl Publisher Data Source Password

To change the BI Publisher data source password, follow the steps given below:

1. Loginto Bl Publisher server.

2. Go to Admin > JDBC > Update Data Source.

YOIRACLE’ BIPublisher Enterprise

Welcome, administrator Preferences Sign Out Help

Reports | Schedules | Admin
Admin > JDBC > Update Data Source: Oracle BI EE
Update Data Source: Oracle BI EE

General
¥TIP Please make sure to install the required JDBC driver dlasses.

Data Source Name [Oracle BI EE
= Driver Type | Oracle BI Server v

* Database Driver Class ‘Ura
{Exampk:

* Connection String

* Username | Administrator

Password [sessss

Pre Process Function

Post Process Function

Use Proxy Authentication

Test Connection

Security

Available Roles Allowed Roles

(S

Move

[©

=

Move Al
<

Remove
<)

® @

Remove All

3. Choose the data source whose password needs to be modified.

4. Modify the following field:
Password

Specify the new password.
5. Click ‘Apply’ button.

6. Restart the application server.
7. Start Oracle FLEXCUBE.
8

Log in to Oracle FLEXCUBE. Generate a sample report to test.

Try the above process in UAT or any other test environment before you change the

password in a production environment.
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3.5

3.5.1

Changing Oracle Business Intelligence Enterprize

Edition Schema Password

You need to change the password of the Oracle Business Intelligence Enterprize Edition (OBIEE)
data sources.

Prerequisites

Before you change the password of Bl Publisher data source, ensure that the following activities
are completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.
5

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
e Goto Home > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.
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3.5.2 Changing Bl Publisher Data Source Password

To change the OBIEE data source password, follow the steps given below:

1. Login in to OBIEE Administrative console.

2. Go to Database created > Connection Pool. You will get ‘Connection Pool’ window.

| P oo o 1o g o T o g o o T T S T T ] T

&

EEGRRBIgresEgaRITRaR

=

Pemdic buinacton
Trarscton

AR

il
2

HE§=

Timineyn Hezel and Bapping

e
s @n
Wi
o & Gl
w24 Gw
Aneclis
Gormnal | Lonmsictn Scsgis | | ek |
A e[RRI Pewaios
ol risuce [od 1aeAts 3
e 104
| Foepme sully cousifed laten ramer
Caln e rame [FCUES
¥ ihaedingon

U e [FCLSES 113 Pasmwcad [~
o Eralle porroes e prindeg

Treni 3 |
I Ljom enanated e
™ Fusouie quses socherousl
F Paamaten nawoted
b bt [otaa =
Dacrgion

Lo o | _we |
—

a

Pool

il
=

3
4,
5
6

Change the password. You will be prompted to re-enter the password. Click ‘OK’.

Restart the application server.

Start Oracle FLEXCUBE.

Log in to Oracle FLEXCUBE. Generate a sample report to test.

@ Try the above process in UAT or any other test environment before you change the
password in a production environment.
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3.6 Changing Gateway Data Source Password

If you change the host schema password, you also need to change the gateway password.

3.6.1 Prerequisites

Before you change the gateway password, ensure that the following activities are completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.

5

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
e Go to Home > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.
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3.6.2 Changing Gateway Data Source Password

You need to change the password of Gateway data source. Follow the steps given below.

1. Login to Oracle WebLogic application server

2. Go to Home > Services > Data Sources. You will notice a table that contains the list of all
data sources created in the application server.

3. Select Gateway data source (FLEXTEST.WORLD).

4. Select ‘Connection Pool’ tab.

TR, S o7 Rt T T O T T

C jon | Targets | Monitoring | Control | Security | Notes

Domain Structure
Genersl | Comnection Pool | Orade | ONS | Transaction | Diagnostics | Identity Options

base_domain [<]
HEnvironment —
--Deployments ==
“Services
#-Messaging The connectian pool within a JDBC data source contains 3 group of JDBC connections that applications reserve, use, and then retum to the pool, The cannection pool and the comnections within it
~Data Sources are created nwhen the connection poal is registered, usually when starting Up VWebLogic Server or when deploying the data source t 2 new target.

~Persistent Stores
~Foreign JNDI Providers
~Work Contexts

XML Regisiries

~-XML Entity Caches
~jcoM

~Mail Sessions . .
1 7] | @8 rver dassname oracle jdbc xa client OracleXADataSource

Use this page to define the configuration for this data source's connection pool,

| R jdbe oracle thin @10.10.10.10:1010 KERDEV3

How do I... =}

+ Configure testing options for 2 JDBC data
source

B

« Configure the statement cache for a J0BC
connection pool

+ Configure credential mapping for 3 J0BC data
source B

System Status 8

System Properties:
HESdia o Fixmmrg Sexves =]

More Info,

| Failed (0)
[ Critical (0)

Overloaded (0)
] Warning (0) =
I o< )
@ Password: c0000000000s0snsel ttribute passed to the JDBC criver when creating pt
13, More Info...
Confirm Password: sessesRsRRIRRRRRNL
Initial Capacity: 1 The number of physi o creal ng the comectior
pool. More Info...
HMaximum Capacity: 15 m number of physical connections that this connection pocl can

5. Change the password. Use the following fields:
Password

Specify the new password

Confirm Password

Specify the new password again
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Click ‘Save’.

Select the target server and click ‘Test Data Source’.

© © N o

The screen displays a message confirming successful testing.

To test the data source, select ‘Monitoring’ tab and select ‘Testing tab’ under it.

ORACLE WeblLogic Server® Administration Console

Change Center @ Home Log Qut Preferences Record Help ‘

View changes and restarts rCS =Summary of JDBC D

base_domain =] Configuration | Targets Cnnt'o\ Security || Motes
EH-Environment

--Deployments Statistics

Eh-services

EF-Messaging

—-Data Sources
~-Persistent Stores
r~—-Foreign JNDI Providers

Use this page to test datsbase connections in this JDBC data source,

~-Work Contexts [ Customize this table
~"¥ML Registries L
~-XML Entity Caches Test Data Source (Filtered - More Columns Exist)

~-jC0M
~Mail Sessions

Sources »FCUBS_ELCMDs =Summary of JDBC Dets Scurces = Fy

Sourcss = ::FLEXTEST.WORLD‘ )
Configuration editing is enabled. Future Messages
changes will automatically be activated as you
modify, add or delete items in this domain. « Test of FLEXTEST.WORLD on server ManagedServer was successful.
Domain Structure Settings for FLEXTEST.WORLD

~Fle T3 =]

Server

m

How do I..

State

(O | ManagedServer
« Test IDBC data sources

Running

» Configure testing options for a IDEC data
source

10. Once you get the message, restart the application server.

11. Start Oracle FLEXCUBE. Log in to Oracle FLEXCUBE and test whether the change was

successful.

Try the above process in UAT or any other test environment before you change the

password in a production environment.
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4.2

42.1

4. Changing Passwords in IBM Websphere

Introduction

This chapter describes the methods of changing passwords of data sources from IBM Websphere
application server.

Changing Host Schema Password

This section explains the method to change the password of Oracle FLEXCUBE Host schema in
IBM Websphere application server. If you change the host schema password, you also need to
change the passwords of the data sources pointing to the host schema.

Prerequisites

Before you change and test the passwords of the data sources, ensure that the following
activities are completed:

1.

2
3
4,
5

Determine the downtime for the password change and test activities
Inform all concerned users and groups

Ensure that all users have logged out of Oracle FLEXCUBE system
Stop the target server to which the data sources point.

Stop Oracle FLEXCUBE application

This completes the prerequisites.
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4.2.2 Changing Host Schema Password

You need to change the password of Host Schema data source. Follow the steps given below.
1. Login to IBM Websphere application server

Integrated Solutions Console Welcome admin

| View: [ Al tasks

Guided Activities

Servers

~pplications

Services

Resourcas

B Sacurity
Glabal sscurity
Security demains
Administrstive Autharization Groups
SEL certificate and key management
Securiey auditing

Bus security

Envirenment

System acministration
Users anc Groups

Monitoring 2nd Tuning

Troubleshooting
B] Servics intzgration

& oot

Global security

Use this panel to configure = 2nd the default

=2pplications.

Security Configuration Wizard

Helo | Logout

security policy. This security configuration applies to the security policy for all administrative
functions and is used == = default security pelicy for user zpplications, Sscurity domains can be defined to overide 2nd customizs the =

rity pelicies for user

Security Configuration Report

Administrative security

user roles
inistrative aroup roles
éministrative authentication

Enable

sscurity

Application security

O enable application security

Java 2 security

O Use Java 2 security to restrict application ac

wamn if applications are granted custom permissions
Restrict access to resource authentication data
User account repository

Current realm definition
Federated repositaries

vailzble rezlm definitiens

Federatzd v Configure... Set 2= current

Apply | | Resst

Authentication

Authentication mechanisms and expiration
@

Kerberos and LTPA

(This function is currently disabled. See the IBM Support site for
possible future updates.)

Kerberos configuration
O swam | ): N

Authentication cache setting

betwesn servers

Web and §

curity

RMI/TIOP security

H Java Authentication =nd Authonizaton 5e

Application logine
Sustem lagins

J2C cata

peeifiesarlist-of-Juta(Tr) and

feation Service (1A} login o ions that are
used by system resources induding the authentication
mechanism, principal mapping, and credential mapping. Vau
Security domains cannot remove the default login configurations hecause
Externl sutharization praviders |d0ing so might cause spplications to fail

Custom preperties

[ use 4 user

2. Go to Security > Global Security > Java Authentication and Authorization Schema > J2C

Authentication Data.

Integrated Solutions Console ~ Welcome
| View: | All tasks v
Welcome

B Guidzd Activitizs
B servers
B Server Types
WebSphers application servers
webSphere MQ servers

Web servers

Applications
Services

Resourcss

B Security

Global security

Security

Administrative Authorization Groups

certificate and key management
Security suditing
Bus security

B Envirsnment

B System acministrtion

B Users 2nd Groups

B Monitoring 2n Tuning

B Troubleshosting

B S=rvics intzgration

& uoo1

Global security

Global security > JAAS - J2C ion data

Specifies 2 list of user identities and passwords for Java(TM)

=l

Prafersnces

2 connector security to use,

Prefix new alias names vith the node name of the cell (for compatibility vith earlier releases)

Hele | Logout

Field help

For fisld halp information,
select = field label or list
marker when the h

cursor is displayed.

Page help
More information about

Command Assistance

[New] | Delete

Select Alizs & |userio 3

Description §

You can administer tha folloving rasourcas:

1PL189DORNod20E/LAI465R2

(]

‘uussaz

La1465R2

Total L
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3. You will notice a table showing the list of JDBC sources. Choose the node used by host
schema data source.

Integrated Solutions Console welcome

View: [ All tesks v |

Welcome

Guided Activities

Global security > JAAS - J2¢ data > IPL: /LA1465R2
Bl sarvers Specifies a list of user identities and passwords for Java(TH) 2 connector security to use.
B Server Typas General Properties
webSghers 2pplication servers + alis
s [1PLLE5DORNod=08/LAL4E5RZ Page help
wel vers Mere infermation sbout
* User ID this page
= LA1465R2
Eepplcstons Command Assistanca
H Ssrvices [+ Passvord View administrative
Zerigting command for last
H Rescurces action
Dascription
By 21465R2
Global secu

[Zesly] [o] [Reset] [ cancel

B Environment

E System zcministration
Usars anc Groups

Bl Menitoring nc Tuning
Bl Troubleshooting

M Servics intagration

uDDI

4. Specify the new password and click ‘Apply’ button. Click ‘OK’.

4.2.3 Testing Host Schema Password Change

You need to test whether the data source password change was successful. Follow the steps
given below.

1. Login to IBM Websphere application server

2. Go to Home > Resources > JDBC >Data Sources. You will notice a table that contains the list
of all data sources created in the application server.

3. Select the data source jdbc/fcjdevDS.

4. Select ‘Test Connection’ tab.
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5. The screen displays a message confirming successful testing.

Welcome

Integrated Solutions Console

View: | All tazks v

Welcome

T

Help | Logout

Guided Activities El Messages

B} The test connection operation for data source LATAM on server serverl at node
1PL183D0RNode 6 vas successful,

Bl servers

Bl Server Types

Field help

For field help informat]
select = fiald label or |

hen the help
s displayed.

Plication saruers

Data sources.

applications = list of task steps and more general information about the topic.

B Services B Scope: =Allscopes.

Bl Resources Scope specifies the |evel at which the resource definition is visible. For detailed information on

vihat z 2nd how it works, zee the scope settings halp

Schedulers

[l scopes v

B Preferences

New| Delste Test connection Manage stats...
Sphere Application Server

v Bl

Resource Adapters

Select| Hame % IHDI name & Scope & Provider &
B Asynchranous bezns

You can administer the folloving resources:

B Cache instances

B mail ]
HURL

DefaultDatasource

Node=IPL183DORNode08, Server=servert | Derby JDBC
Brovider

Default

Datazource

B Resource Environment

B szeurity. jdbe/feiBranchDS

eduler | jdbc/fqSchedulerDs

Use this page to edit the ssttings of & dstazource that is szzocisted vith your selected JDEC provider. The datazource object supplies
your application vith connections for accessing the database. Learn more about this task in & guided activity, A guided activity provides

Page help
More information abo
this page

Command Assistance

2dministrative
ting command for
n

Description 7 | Category

Datasource
for the
WebSphara
Defult
Application

New JDBC
Datasource

New JDBC

Datasource

NORLD | FLEXTEST.WORLD New JDEC

Nede=IPLL85DORNed =08, Sarvar=serverl | Or;
Driver (X&) Datssource

jdbe/fejdevDs Node=IPL185DORNode08, Server=sarvarL | LAI465R2 New JDBC

Datasource

Envirenment Total 5
System zdministration

Usars znd Groups

Manitering 2nd Tuning

Troubleshocting

Servies intzgration

upot

[T | [

6. Once you get the message, restart the application server.

7. Start Oracle FLEXCUBE. Log in and test whether the change was successful.

Try the above process in UAT or any other test environment before you change the
password in a production environment.

4.3 Changing Scheduler Data Source Password

After changing the host schema password, you need to change the password of scheduler data
source.

4.3.1 Prerequisites

Before you change the password of scheduler data source, ensure that the following activities are
completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.
5

Stop the target server to which the data sources point.

This completes the prerequisites.

ORACLE

4-4



4.3.2 Changing Scheduler Data Source Password

You need to change the password of Host Schema data source. Follow the steps given below.
1. Login to IBM Websphere application server

Integrated Solutions Console Welcome admin Help | Logout

All tas

‘ View:

welcome

Guigzd Activities Global security

Servers Use this pansl to configure administration and the default application sscurity policy. This sacurity configuration spplies to the security policy for all administrative

functions and is used a3 2 default security policy for user applications, Security demains can be defined to override and custamize the security policies for user
B applications tplications.
Services
[ Security Configuration | Security Configuration Report
B szcuri
ty Administrative sacurity Authentication
Global sscurity - . st chanisms
Enable ve sacurity user roles Authentication mechanisms and sxpiration
Security demains

strative group rolss
strative authentication

z = ® Lren
Administrative Authorization Groups ==
5L certificate and k

Security auditing

mznagement Kerberos and LTPA

Application security

(This function is currently disabled. See the IBM Support site for
Bus security possibls future updates.)
[ enzble apslication security ferberns confimuration
Environmant
Java 2 security O swam ¢ )i No between servers
Bl System zdministration sthantication eache sattinas
[ Use 32vs 2 s=curity to restrict applicstion access to local resources Authenticstion cachs sattings.
Users and Groups web and ST sscurit
v Warn if apslications are granted custem permissions Web and SIP security
Menitering 2na Tuning Restrict access to resource authentication data RMI/I10P security
Troubleshooting Java Authentication and Authorization Service
User account repasitary B = “ = S
Servics intsgratien Current reslm definition Zpplication logins
Svstem logine
Federsted repositori=s Zvstem logine
veet 12 zuth ion cats —
- = -
ilzble realm definitions T henticationand

[ use realm-guzlifiag user nghuthorization Service (JAA5) login configurations that are
J used by system resources including the authentication
mechanism, principal mapping, and credential mapping. Yo
Security domsins cannot remave the defaulk login configurstions because
Sxternal suthorizstion providers |39Ng 50 might cause applicstions to Fall,
Custom properties

Faderated repositories v| [ configure

Set == current

apply | | Rasst

2. Go to Security > Global Security > Java Authentication and Authorization Schema > J2C
Authentication Data.

Integrated Solutions Console Wielcome

Helo | Logout
View: | All tasks v ‘ oe Cloze page
Welcome Global security 7 Ml ]
SRS Global security > JAAS - J2C authentication data Field help
For field help information,
B servers Specifies a list of user identities and passwords for Java(TM) 2 connector security to use.

select a fisld label or list
marker when the help
cursor is disslayed.

Bl ServerTypes

Prefix new alizs names vith the node name of the cell (for compatibil

vith earlier releases)
webSphere application servers

webSphere MQ servers

Page help
web servers Iv:‘cra information about
this page
Applications Prefarences Command Assistance
Services View adm ative
New| | Delets

Resources

2]
3 s=curity ==
Glabal security Select | Alias & [userio & | pescription &
MG kD You can administer the following resources:
Administrative Authorization Groups :
] | BLies00ntodese/srstsaz Lai465R2 Lai465R2
S50 cerificate and key management

Security auditing

Total 1
Bus security

Environment

Systzm zcéministration

Users and Groups

Monitoring and Tuning

Troubleshooting

Servics integration

uDpD1
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3. You will notice a table showing list of JDBC sources choose the node which is used by
Oracle FLEXCUBE application.

Integrated Solutions Console: Welcome

| View: | All tazks

-

Welcome
Guided Activities
[l s=rvers

O Server Types
WebSphere application servers
WebSphere MQ servers

ns
tive Autharization Groups

Global security

Global security > JAAS - 32C

data > TPL189DORNade06/LA1365R2

Specifies a list of user identities and passwards for Java(TM) 2 connector security to use.

General Properties

Closs pags

Field help
For field help information,
select = fisld label or list
markar when the help

[os] [ow] [Reset ] [Cancel

curser is displayed.

Page help

Web servers More information sbout
* User ID this s30e
= — a1465R2
(=l pcstioss Command Assistance
e * Password View administrative
------- scripting command for last
Resources action
Descrivtion
B s
=i a14s5Rz

and key management

@ Envirsnment

System acministration
Users and Groups
Menitering zng Tuning
@ Troublzshocting
Szrvics int=gration

upot

4. Specify the new password in the text field and click on Apply and then click on ok.

4.3.3 Testing Scheduler Data Source Password Change

You need to test whether the data source password change was successful. Follow the steps
given below.

1. Login to IBM Websphere application server

2. Go to Home > Resources > JDBC>Data Sources. You will notice a table that contains the list
of all data sources created in the application server.

3. Select the data source jdbc/fcjSchedulerDS.

4. Click ‘Test connection’ tab.
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5. The screen displays a message confirming successful testing.

Integrated Solutions Console  Welcome e

W
Bl Guicse Activities B tessaces Field help
For field help infarmat]
Bl servars [} The test connection operation for dats source FCUES Schaduler Dats source on server serverl olant s iels b or
at node IPL1BIDORNad=06 vas successful. s hen i
Bl server Types

Data sources Page help

Mors information sbo
d vitn your selectad JDEC provider, The datasource object supplies T Trra—
activity., A guided sctivity provides thizzass

ore about this task in a guided activi

@ Applications

[ services

is visible. For detailed information on

Bams
Bpec
JDBC provider:

Provider $ Description | Category §
You cal ster the folloving
O Defaul source | Node=IPLLBSDORNodsD6,Servar=serverl | Derby JDBC | Datasource
Provider for the
WebSphere

Resource Envirenment

O security. [] | ESUES Ersnch idbe/fBranchDs Node=IPLLE9DORNede06, Server=serverl | Oracle JDEC
Drivar ()
D jdbc/fgSchedulerDS | Node=1PL189DCORNode06, Serv 1
(] RLD | FLEXTEST.WORLD MNode=1PL183DORNode0s,: ri Mew JDEC
Criver (x4) | Datszourca
D jdbe/fgdevDs MNode=IPL189DORNode06, Servar=sarverl | LAL465R2
B Environmant p—

@ system acministration

& uzers 2né Greups

@ menitering ane Tuning

6. Once you get the message, restart the application server.

7. Start Oracle FLEXCUBE. Log in and test whether the change was successful.

Try the above process in UAT or any other test environment before you change the
password in a production environment.

4.4 Changing Gateway Password

If you change the host schema password, you also need to change the gateway password.

4.4.1 Prerequisites

Before you change the password of scheduler data source, ensure that the following activities are
completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3. Stop the target server to which the data sources point.

4. Ensure that all users have logged out of Oracle FLEXCUBE system
5. Stop Oracle FLEXCUBE application

This completes the prerequisites.
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4.4.2 Changing Gateway Data Source Password

You need to change the password of Host Schema data source. Follow the steps given below.
1. Log into IBM Websphere application server.

2. Go to Security > Global Security > Java Authentication and Authorization Schema > J2C
Authentication Data.

Integrated Solutions Console Welcome admin

[ view: [Ailtesis 5

welcome
uided Activitizs

plications

Resources

B cecurity

horization Groups
key management

Environmant

ystem 2dministration
sers 2nd Groups
anitoring =nd Tuning
roubleshosting
=rvice integration

Euopt

[ Security Configuration Wizard ]

configure administration and the default application security policy.
iz uzed 23 = dafault s=curity pelicy for uzer 2palications. Security demain:

Security Configuration Report

Administrative sscurity

Enzble

Authentication

Helo

curity configuration spplies to the security
n be defined to overrids and customize the =

Application security

[ en=ble 2pplication =ecurity
2ava 2 security

O vse 122

Warn if ap|

security to restrict spplication

ons are granted

Restrict ac:

o resource suthentication data

User account repository
Current realm definition
Fe.

sitories

Availzble realm definitions

Fedarated repositories v

Configure...

= to local resources

custom permissions

T

® L7es

Kerberos and LTPA

(This function is currantly disabled. See the IEM Support site for
possible future updates.)

2nd expiration

Logout

for all sdministrative
ity pelicies for user

betwesn servers

[ J=vs Authantication and Authori=:

application legins

Systsm logins

12C

ot

Apply | | Reset

Security domains
Extzmal

[ uze rezlm-quzlified uzer nd

oreviders

PR P o
[Autharization Service {JA4S) login cenfigurations that are
used by system resources including the authentication
mechanism, princpal mapping, and credential mapping. Yo
cannot remaue the default login configurations because

[doing so might cause applications to fail,

Custom properties

3. You will notice a table showing list of JIDBC Sources choose the one which is been used by
Gateway data source.

Integrated Solutions Console welcome

| View: [ All tasks v

Welcome
Guided Activities
B servers

Bl Server Types
WebSphere a

Sphers M

Web servers

pelicatizns
Services
Resources

B S=curity

Bus security

Envirenment

ystem administration
sers and Groups
onitering 2nd Tuning
roublashooting
arvics intagration

uoor

Global security > JAAS - J2C data

= = list of user identities 2nd passwerds for Java(Th) 2

connacter security to use.

Prefix new alias names vith the node name of the cell (for compatibility with earlier releases)

Aeply

Prafarsnces

Help

Logaut

Close page

Field help

For field help information,
select = field label or list
marker vhen the help
eurser is displayed.

Page help

More informatien about
this page

Command Assistance

[New][ Delete

)

Select| Alias & User 1D &
You can administer the folloving resources:
[ |ipLiespoRNedens/araesna La1465R2

Total 1

Description 3

La1453R2

4. Specify the new password in the text field and click on Apply and then click on ok.
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4.4.3 Testing Gateway Data Source Password Change

You need to test whether the data source password change was successful. Follow the steps
given below.

1. Loginto IBM Websphere application server.

2. Go to Home > Resources > JDBC > Data Sources. You will notice a table that contains the
list of all data sources created in the application server.

3. Select the data source FLEXTEST.WORLD
4. Select ‘Test Connection’ tab.

5. The screen displays a message confirming successful testing.

Integrated Solutions Console Welcome Halp

n operation for data source FLEXTEST.WORLD gateray on

mati|
Id Iabel or i
m en the help
curser is dizplayed.

d vith your selected IDBC provider. The datasource object supplies
ore sbout this task in = guided activity. A guided activity provides

Preferences

New|| Delete || Test connection Manage stacz...

ElElE

WebSphers Application Server

Nlode=IPL169D0ORode06, Server=servert | Derby JDBC
Provider

jebe/fgBranchDS | Nlode=IPL18SDORNada0, Server=sarvarl | Oracle JDEC
Driver (XAl

ver (XA)
jdbe/fiSchedulerDS | Node=1PL183D0RNod=05,S 1 Hew JDBC
Datazourcs
ALD | FLEXTEST.WORLD | Node=1PL185DORNod=05,S 1 Hev JDBC
atazourcs
jdbe/fodevDs Nlode=IPL1E9DORNCdR06, Servar=serverl | LAL46IRZ New JDBC
Datazaurce
B Troublesheoting
Servics intagration
& ubbt
£ D

6. Once you get the message, restart the application server.

7. Start Oracle FLEXCUBE. Log in to Oracle FLEXCUBE and test whether the change was
successful.

Try the above process in UAT or any other test environment before you change the
password in a production environment.
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